Veridian CU Employee Handbook

SECTION 708.2


CONFIDENTIAL INFORMATION POLICY

Veridian Credit Union has amassed a significant body of “Confidential Information” over its many years in business and has done so at great expense.  Confidential information is defined as information, knowledge, inventions, discoveries, ideas, research, methods, practices, processes, systems, formulas, designs, concepts, products, service plans, details, schematics, network diagrams, security configurations, projects, improvements and developments that have unique and special value to Veridian Credit Union and that are not generally known to the public or Veridian Credit Union’s competitors, which include but are not limited to (i) trade secrets, as defined by law; (ii) financial, transactional, credit, and personal information about members and prospective members, including credit card information / cardholder data; (iii) products, services, technical data, methods, processes; (iv) Veridian Credit Union’s non-public financial condition, assets and liabilities, profits and losses; (v) sales, pricing, marketing and strategic plans; (vi) costs and sources of supply; (vii) identity, special needs, and requirements of members, prospective members, vendors, and prospective vendors; and (vii) people and entities with whom Veridian Credit Union has existing or prospective business relationships.  

Employees are provided access to confidential information in order to perform their duties, and employees add to the confidential information as a result of their duties.  Veridian Credit Union has strong business and proprietary interests in maintaining the confidentiality of its confidential information.  This policy prohibits employees from improperly disclosing confidential information both during and after the employment relationship.  Disclosing means to directly or indirectly divulge, convey, reproduce, summarize, reformat, show, discuss, use, or tangibly possess the confidential information in verbal, written, or electronic form.

A. During Employment

During the employment relationship, employees must exercise reasonable care to safeguard the confidential information, and may only access and disclose the confidential information as directed or permitted by Veridian Credit Union and in order to further Veridian Credit Union’s best interests.  All confidential information created by employees during the employment relationship is and remains the sole and exclusive property of Veridian Credit Union.  Except as required for the proper performance of the employee’s duties, employees will not copy any documents, data, tapes, or other media containing the confidential information or remove any of the confidential information.  Employees must not, directly or indirectly, access or disclose the confidential information in any manner that might compete with, or disadvantage Veridian Credit Union.  Employees must not seek personal benefit, or assist others in seeking personal benefit, from the use of confidential information. Upon the request of Veridian Credit Union, an employee shall immediately return any and all of the confidential information in his/her possession, custody, or control to Veridian Credit Union.

In addition, strong encryption must be used for confidential data transmitted externally to Veridian.  When printing confidential data the employee must use best efforts to ensure that the information is not viewed by others.  When faxing confidential data, employees must use cover sheets that inform the recipient that the information is confidential.  Member account numbers, social security numbers, and credit card numbers must be masked when possible.
B. Data Classification
Public Data Information is intended for public consumption.  Public data requires the least amount of security controls. There are no retention requirements for public data.  Examples of public data include, but are not limited to, marketing brochures, public website content, mortgage rates, and any operational data that is intended for public distribution.
Internal Data Information is only to be viewed by the employees of Veridian Credit Union.  Internal data requires basic security controls to implement and must be retained for 5 years.  Examples of internal data include, but are not limited to, internal network directories, policies and procedures, training materials, and any operational data that does not contain confidential data.
Confidential Data Information is only granted to authorized users.  Confidential data requires more advanced security controls to implement. Employees must exercise extreme care when accessing confidential data, because the loss or compromise of confidential data (including cardholder data) could be detrimental to Veridian.  Examples of confidential data include member data, password, cardholder data, performance reviews, social security numbers, information technology infrastructure diagrams, and any data if exposed to the public could cause irreparable financial damage to the credit union. Confidential data must be retained for 7 years or according to standards applied by regulatory compliance.
It is Veridian’s intent to have cardholder and confidential information identified and inventoried in all its forms – electronic, printed, or stored on digital media – and segregated from Veridian’s non-confidential data so that access to it can be more tightly controlled and tracked.  Any media that contains cardholder data must be catalogued and physically or logically secured (using strong encryption).  
Storage
The storage of confidential information must meet these requirements:
· Stored under lock and key, with the key, fob, or keypad code secured.
· Stored only when necessary to facilitate business critical functions.
· Never stored on unauthorized/unmanaged devices (i.e. home computers, unauthorized mobile devices, etc.).

C. Transmission

Veridian provides email encryption, and Secure File Transfer services to ensure secure transmission. Vendor provided encryption services are acceptable once reviewed and approved by the Information Security Department.  Any questions regarding confidential data transmission must be communicated to the Information Security Department. Confidential information must not be left on voicemail systems, either inside or outside Veridian's network, or otherwise recorded.   If media containing confidential or cardholder data is sent externally to Veridian, rigorous  security procedures must be developed and maintained, which will include, transport layer encryption (data in motion)  and file level encryption (data at rest).  Media after being encrypted must be sent via a delivery method that allows the media to be tracked by the sender to ensure delivery to the intended party.
D. Destruction
Media containing confidential data must be destroyed in a manner that makes recovery of the information impossible.  With that being said, Veridian directs staff not to destroy data that employee believes is harmful to the employee, or in an attempt to cover up a violation of law or company policy.  Any data that may be subject to a subpoena or discovery process must not be destroyed while it meets the limits of this policy.
E. Sharing Confidential Data with Third Parties

When confidential data is shared with third parties, such as service providers, a written confidential information and/or non-disclosure agreement must govern the provider’s use of confidential information.  Further, Veridian must maintain a written agreement with the provider that indicates how the data should be used, secured, and, destroyed. 

Employees should report any suspected misuse or unauthorized disclosure of confidential information immediately to their manager and the Information Security Department.
F. At and After Termination

Upon termination of employment, each and every employee must immediately return to Veridian Credit Union any and all confidential information within his/her possession, custody, or control.  Former employees may not ever, directly or indirectly, disclose the confidential information in any manner that may disadvantage or harm Veridian Credit Union. 
G. Intellectual Property

Any intellectual property, such as inventions, trademarks, copyrights and patents, and any work created by an employee in the course of employment at Veridian Credit Union and that is related to the business of Veridian Credit Union shall be the property of Veridian Credit Union regardless of whether the intellectual property is actually used by Veridian Credit Union and the employee is deemed to have waived all rights in favour of Veridian Credit Union.  As a condition of employment, employees assign their rights in such intellectual property to Veridian Credit Union, and agree to take any actions requested by Veridian Credit Union, either during their employment or after their employment ends, to confirm ownership of the intellectual property in Veridian Credit Union.  Work, for the purpose of this policy refers to written, electronic, audio and video recordings, system codes, and creative or media work.                            Identified areas/positions at Veridian Credit Union (i.e. marketing, creative) are required to sign the Assignment of Inventions agreement, given the nature of their work. 
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